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1. Executive summary

Market update

As we highlighted in the previous iteration of this 
update report1, the landscape for enterprise fraud 
is increasingly dividing into two distinct areas: 
account-based fraud and payments-based fraud. 
While the former has retained its position as a 
relatively static (though highly important) issue for 
financial institutions (FIs) to manage, payments-
based fraud has been growing, driven by the 
rising and increasingly diverse nature of electronic 
payment mechanisms and faster-payments 
initiatives. 

Against this backdrop, two major developments 
are driving anti-fraud capabilities: 

• In payments fraud, the increasing ubiquity of 
digital payments means that fewer transactions 
are cash-based. Even the smallest transactions 
are now digitally driven, making payment 
processors and (by association) anti-fraud 
systems for payments more important than ever.

• In both payments- and account-based fraud, the 
era of Big Data is driving the development of an 
environment in which an increasing number 
of vendors provide curated data sets. In both 
cases these are being used primarily as part of 
identification and verification processes. 

These two changes are causing shifts in the 
marketplace, and the payments market in particular 
has become a hotbed of company acquisitions. 
Acquirers with significant core banking capabilities 
are buying up payments firms, and as a result 
their presence in the anti-fraud space will become 
more pronounced. If a single firm can provide 
payments processing, core banking and anti-fraud 
capabilities, it has an opportunity to cross-sell 
these capabilities and keep clients within its own 
ecosystem.

Vendor landscape

This trend toward acquisition means that vendors 
of anti-fraud solutions, especially those in the 
payments space, should determine whether they 
may be in the sights of an acquisitive core-banking 
provider. Elsewhere, the trend may also create 
challenges for vendors in high-volume, low-value 
marketplaces such as those occupied by Tier 2 and 

1  ‘Financial Crime Risk Management Systems: Enterprise Fraud; Market Update 2018’
2  See the box-out on page 8.

Tier 3 US FIs. These are currently dominated by 
core banking providers that may be offering their 
own packaged capabilities.  

The bifurcation of fraud systems will clearly impact 
vendors’ strategies. In particular, vendors will need 
to decide if and how they want to specialize (by, 
for example, focusing on a specific area, or by 
spreading their bets across both areas). In general, 
firms tend to be more effective in one area or the 
other, dictated by factors such as their underlying 
infrastructure capabilities. For example:

• Account-based solution providers will already 
have specialist capabilities in areas such as case 
management and libraries of anti-fraud analytics. 
Their specific strengths are often in behavioral 
modeling. Account-based anti-fraud is also 
being affected by the drive toward the cloud; by 
assigning analytics and monitoring capabilities to 
cloud deployments, firms can tune and manage 
them within a single remote environment. 

• Payments-based fraud also contains its own 
specialist firms. Streaming capabilities (such as 
Kafka, Apache’s distributed streaming platform) 
are typically necessary to manage low-latency, 
high-volume payment volumes. In addition, 
the growth of mobile payments has put more 
pressure on institutions to provide additional 
identification capabilities (including biometrics 
and device-ID management services). As 
with transaction monitoring, these should be 
accessed and processed at low latencies.

In fact, we are continuing to see divergence 
among vendors in terms of their strategies and 
their underlying technologies. Payments-based 
fraud in particular is currently undergoing seismic 
market shifts, driven by the rapidly changing 
payments landscape. Vendors of account-based 
fraud solutions should take particular note of the 
shift toward cloud-based fraud systems, since it 
has implications for the way they should manage 
new types of fraud (such as so-called ‘synthetic 
fraud’2). 

This report uses Chartis’ RiskTech Quadrant® to 
explain the structure of the market. The RiskTech 
Quadrant® uses a comprehensive methodology of 
in-depth independent research and a clear scoring 
system to explain which technology solutions meet 
an organization’s needs. The RiskTech Quadrant® 
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does not simply describe one technology solution 
as the best risk-management solution; it has a 
sophisticated ranking methodology to explain 
which solutions would be best for buyers, 
depending on their implementation strategies. 

This report covers the following providers of 
enterprise fraud risk management solutions: 
ACI Worldwide, BAE Systems, BPC, Clari5, 
FeatureSpace , FICO, FIS, Fiserv, IBM, 
InfrasoftTech, LexisNexis Risk Solutions, Manipal 
Group , NetGuardians, NICE Actimize, Oracle, 
Pelican, Quantexa , and SAS3. 

We aim to provide as comprehensive a view of the 
vendor landscape as possible within the context of 
our research. Note, however, that not all vendors 
we approached responded to our requests for 
briefings, and some declined to participate in this 
research.

 

3  Note that references to specific vendors within the text of this report do not constitute endorsements of their products by Chartis.
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2. Market update

Introduction

Fraud is a consistent threat to FIs, and only grows 
in importance as these institutions absorb more of 
the financial services ecosystem. Across much of 
the developing world, fewer transactions are cash-
based, and are shifting to payments processors 
and FIs themselves. And as cashless transactions 
go up, so does fraud. 

Fraud can occur in all types of FIs (within banks, 
the capital markets [including clearing houses] and 
insurance firms), across two basic dimensions:

• Account-based fraud detecting whether the 
owner (or the individual acting as the owner) of 
an account is acting in a fraudulent way.

• Payments fraud, in which payments are falsely 
created or diverted.

Payments-based fraud in particular has been 
driven up by the increasing volume and diversity 
of electronic payment mechanisms and faster-
payments initiatives. Account-based fraud, 
meanwhile, has remained relatively static (but no 
less important). 

Account-based fraud: trends 
and developments

Account-based fraud focuses on entities and their 
behavior: institutions analyze how account-holders 
are acting, and aim to detect any anomalies (with 
respect to customers’ prior behavior and the 
behavior of their peers). As such, account-based 
fraud has traditionally been a more complex area 
than payments fraud, covering a wider array of 
data and longer time periods. Its slower pace 
also means that arriving at a definitive answer (‘is 
this a false account?’, for example) can also take 
time, making it less amenable to solely analytical 
solutions and more fundamentally legalistic 
and human-driven in its process. As such, case 
management and workflow are often priorities for 
assigning tasks and managing investigations.   

Account-based fraud may be relatively slow-
moving, but it is affected by at least one key global 
dynamic: the scale and volume of commercial 
and electronic banking, and the related data, has 
greatly increased, throwing up new challenges 
for FIs. Chief among these is how to store, clean, 

validate and utilize increasingly large amounts of 
consumer data.   

Spotlight on synthetic fraud

Of course, the same data being used to fight fraud 
is also being used by the fraudsters themselves, 
and our increasingly interconnected world means 
that multiple repositories of data are being created, 
including business, government, social media and 
mobile information databases. And this information 
is useful to fraudsters not only in isolation, but in 
combination too. 

This idea of combining data is at the root of 
synthetic fraud, which happens when fraudsters 
combine real and fake information to create a 
brand new identity that is distinct from any pre-
existing individual. Typically this involves employing 
a number of identifying traits, which are often a 
mixture of the genuine and the manufactured. 

For those attempting to tackle fraud it also 
represents a challenge, because it is not a ‘simple’ 
issue of identity resolution (such as asking ‘is this 
customer who they say they are, or not?’). Rather, 
it asks whether a customer exists at all. 

An internal blacklist is the obvious solution, but this 
requires a great deal of confidence in the outcome, 
as blacklisting a genuine customer as ‘false’ can 
be profoundly costly for all concerned. It can also 
create issues when managing the associated 
risk. Social security numbers, for example, can 
be connected to a different name and address – 
depending on the system, this can lead to defaults 
being traced back to the ‘real’ owner of the 
number (see Figure 1).

However, even in cases where synthetic fraud 
is not tracked back to an individual, it can still 
be a significant issue. In this case the synthetic 
identity is ‘orphaned’ and cannot be traced back to 
anyone – there is no-one to take responsibility and 
no-one to add to a blacklist, aside from the original 
synthetic identity. The general belief is that in most 
cases institutions simply swallow the cost of the 
fraud. Yet, the basic question of which accounts 
are real and which are synthetic also means that 
firms can struggle to assess how much they are 
losing to synthetic fraud. 

To resolve these questions themselves, FIs have to 
process huge amounts of often unstructured and 
uncleaned data, and many struggle with this. As a 
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result, they are turning to third parties to provide 
trusted repositories of data that can be resolved 
to establish whether an entity is who it claims to 
be. (We consider this in more detail in the vendor 
landscape section.) 

Payments-based fraud: trends 
and developments

Cashless payments have increased in developed 
and emerging markets – dramatically so in places 
like India and China. In response to the increase in 
payments, FIs are looking to scale their operations 
and vertical integrations, often by making large 
purchases and building out vertical infrastructure 
between core banking and payments processors. 
FIs themselves are also buying payments 
processors: JPMorgan Chase’s acquisition of 
WePay, for example, will integrate banking 
with cross-border B2B and ‘card-not-present’ 
e-commerce transactions. 

Increasing consolidation, and its effect on 
the market

One big trend we are seeing in the market as 
a result of these changes is consolidation. By 
integrating payments and core banking capabilities, 
FIs can consolidate their market presence and 
offer enhanced fraud management, merchant-
acquiring services and e-commerce payments via 
a single ecosystem. 

Such moves not only help FIs win all-important 
market share back from FinTech payment firms, 
they can also give them insights into where and 
how customers are spending, helping FIs cross-
sell services from their wider product portfolios 
more effectively. 

Non-financial entities have also started to take note 
of the payments revolution. A recent and notable 
entrant is Facebook’s Libra, a system whereby 
users can purchase tokens backed by a basket of 
currencies and securities and then spend them 
within the Facebook ecosystem. Given recent 
pushback from regulators, however, it remains to 
be seen how successful this move will be. But 
the underlying trend remains: there is a great deal 
of money in the payments space, and everyone 
wants a piece of the action. 

How synthetic fraud works 

• There are a number of potential sources of personal information 
about an individual (see Figure 1, below). 

• These exist (shown in the outer circle) in data stores, whether 
analog (paper documentation) or digital (databases). 

• Each of these can be accessed by a potential fraudster. Some 
contain more than one of the elements shown in the inner circle 
(i.e., many will contain both name and address). 

• The inner circle represents the traits that make up an ‘individual’ 
from the perspective of a FI or government organization. These 
can be combined, or even ‘remixed’, to create brand new 
individuals. 

• These synthetic entities can then apply for credit cards, 
accounts, etc.

Figure 1: Remixing identities: how synthetic fraud works

Personal 
Computer 

Data

Tax, Criminal,
Government 
and Property 

Databases

Email

Mobile 
Data

Social 
Media 

Paper 
Documentation

Address
Name

Phone 
Number

Date of 
Birth

Social 
Security 
Number 

Source: Chartis Research



© Copyright Infopro Digital Services Limited 2019. All Rights Reserved9 | Enterprise Fraud: Market Update and Vendor Landscape, 2019

Tackling payments fraud: the key areas of 
focus

In tackling payments fraud, the main function 
is to score transactions. Through providing an 
overall risk score, FIs can stop card transactions 
from a payer (or block payment cards entirely in 
some cases), by analyzing relevant traits (such 
as a range of IP addresses associated with 
fraudulent transactions). The capabilities typically 
used include: 

• Address verification services (AVS). These 
match billing addresses with customer 
purchases. 

• Card verification value (CVV). A system that 
checks the three- or four-digit code printed on 
a customer’s card. This is a physical defense 
against ‘card-not-present’ fraud. 

• Device identification. Profiles the operating 
system, internet connection, browser and 
mobile device of a counterparty. 

• Transaction amount monitoring. Decides if 
a transaction is much larger than typical for a 
particular customer, potentially indicating fraud.

• Payer authentication. Additional cardholder 
security measures (such as PINs and biometric 
identifiers such as fingerprints and face ID).

• Transaction location monitoring. Considers 
whether a payment is from a high-risk country, 
or from somewhere that might indicate fraud 
(transacting from one country shortly after 
transacting from another, for example).

The Chartis view 

More of the infrastructure supporting how people 
transact is being transferred to the digital arena, 
under the remit of banks, payment processors and 
FinTechs. While this does not necessarily lead to 
a proportional increase in fraud, it does surface 
new types of fraud (such as synthetic fraud). 
Meanwhile, because more transactions are taking 
place, more money is being lost to fraud.

The surge in link-ups between payment processors 
will have a significant effect on smaller and 
mid-size retail institutions, which often look for 
packaged anti-fraud capabilities. These customers 
will increasingly be provided with combined core 
banking plus payments plus anti-fraud enterprise 
solutions. 

Meanwhile, across both payments and 
account-based anti-fraud solutions, firms will 
be increasingly using third-party data stores to 
validate customers, to address areas such as 
synthetic fraud, and to reinforce scorecarding 
techniques for payments.

To summarize, technologies and market entrants 
are now common and varied within the fraud 
space, especially in payments markets. Incumbent 
payment services providers are under pressure 
from startups and big tech firms, while mobile 
devices give people more convenient ways to pay 
and transfer their money. Fraud solutions will thus 
generally divide into one of two categories:

• Packaged solutions. Anti-fraud capabilities 
packaged alongside other capabilities, such as 
core banking or payments processing. Typically 
these will be used by smaller institutions with 
lower transaction loads and a focus on cost-
reduction. 

• Specialist providers. Anti-fraud specialists 
will typically target larger institutions, larger 
transaction loads and more specific use 
cases that cannot be managed without 
specialist insight or hardware. These specialist 
providers will have to prove that what they 
offer meaningfully differentiates them from 
what can come in cheaper, more conveniently 
packaged solutions. These differentiators will 
be in advanced analytics, quicker processing, or 
more flexible application programming interfaces 
(APIs). Competition in this space will be fierce. 
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3. Vendor landscape

Because of the continued bifurcation in the 
anti-fraud space, vendors must consider how 
technology developments in areas such as 
analytics, databases and processing power can 
enhance their solutions. There is also a decision 
to be made, potentially, about which solution 
categories they regard as most productive and/or 
efficient to upgrade. 

Reflecting the split in the market, two main vendor 
types currently inhabit it: 

• Account-based fraud analytics firms – 
those which provide capabilities such as case 
management and behavioral monitoring. 

• Payment monitoring firms – which focus on 
payment processing for payments-based fraud. 

Fraud remains a complex area, and a number of 
vendors also address additional, supplementary 
areas, including:

• Advanced analytics. Includes those firms 
that provide specific analytics (such as various 
artificial intelligence [AI] tools and topographical 
modeling, etc), for both account- and payments-
based fraud.  

• Fraud data provision. Vendors that provide 
data sets for anti-fraud processing tools (such as 
device-ID management), again for both account- 
and payments-based fraud. 

Vendor trends: an update

Account-based fraud

Within account-based fraud, software as a 
service (SaaS) and cloud-deployment technology 
are the main areas of technological innovation. 
The move toward SaaS and cloud capabilities 
will continue to develop as a business model. 
‘Containerized’ delivery (whereby software 
is delivered within a virtual environment 
inside a market-standard ‘box’) becomes 
more standardized.

But these developments are largely confined to 
account-based fraud – FIs are still uncomfortable 
with experimenting with cloud solutions for 
transaction monitoring, because of ongoing 
challenges around scale and privacy. In essence, 
effective transaction monitoring means being able 

to process information at scale; transaction records 
are also considered highly sensitive information. 

From an analytics perspective, account-based firms 
have continued to make incremental gains in areas 
such as behavioral and peer analysis. Only a few 
years ago, segmentation analytics were considered 
a relatively niche form of behavioral modeling in 
the fraud space, but are now increasingly common 
in vendor offerings. Firms have also built out their 
anti-fraud analytics libraries to address new areas 
of fraud such as synthetic fraud. This requires 
both the capacity to resolve and defineindividuals 
(including entity resolution techniques) and access 
to the necessary data sources, such as addresses, 
device IDs and biometrics. 

We predict that technology for more complex 
account-based fraud systems will remain relatively 
static, although it will still depend on the analytics 
employed and the depth of the analytics libraries 
used (which should cover for a wide range of fraud 
typologies, including synthetic fraud, bust-out 
fraud, etc). 

Payments-based fraud

The monitoring of payments-based fraud is often 
addressed with streaming databases, to manage 
the high transaction volumes and low latency 
requirements needed for real-time data processing. 
Vendors are increasingly utilizing streaming engines 
(such as Kafka, Dataflow and Spark) to process, 
store and publish streams of records. 

Chasing both sides of the market…

Vendors’ technology requirements are shifting as a result of 
the widening gap between account- and payments-based fraud 
systems. Having successful solutions in both areas is becoming 
more and more of an uphill task. When developing their 
strategies, vendors may increasingly have to ask themselves 
a crucial question: ‘does the investment needed to cover both 
streaming databases and cloud deployment present too complex 
a juggling act?’

Many vendors are comfortable focusing on low-volume, high-
complexity account-based fraud for investment or commercial 
banking. The payments space represents a much more fertile 
growth area, but has different infrastructure requirements and 
inter-vendor relationships. While it is possible for vendors to 
address both account- and payments-based fraud, it may be more 
efficient to focus on one or the other. 
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This combines the streaming of external data 
sources with reference data stores (primarily the 
institution’s own records). Notable is the role of the 
‘third-party data source’, in which ever more data is 
processed around fraudulent transactions. Vendors 
with their own proprietary data sets can make 
headway within the payments space. Biometrics 
and device ID are particularly useful in identifying 
payments made via mobile and card transactions, 
and firms should ensure they have APIs that can 
link to a variety of third-party data stores. Figure 
2 shows how transaction and third-party data is 
absorbed by payment fraud processing engines. 

Vendor advice: account-based 
and payments-based fraud

Vendors of payments-based fraud solutions 
should invest in or upgrade their streaming 
databases so they can manage real-time, high-
volume transactions – traditional relational and 
SQL databases will be unable to deal with these 
requirements. Vendors should also favor breadth 
of scope and coverage of a wide range of payment 
types (such as e-payments, mobile payments, etc.). 

In some markets (such as the US) transaction 
monitoring capabilities for less advanced 
forms of payment (such as check fraud) remain 
important, but this capability is less differentiating 
in other countries and regions. Firms should 
adopt capabilities that are appropriate for their 
target markets. 

Compared with the situation in other areas 
of financial crime risk management, AI and 
associated modeling capabilities are prioritized 
in tackling enterprise fraud, especially for low-
latency transactions (such as e-payments), and 
mobile payments (where high payment volumes 
necessitate automation).

In a card or mobile payment transaction (see 
Figure 3), alerts can be canceled and investigated 
by automated systems relatively quickly. This 
ability to ‘shunt’ an automated transaction to an 
additional validation step (such as a password or 
PIN) can also train advanced analytics like ML: 
the additional validation step can be used to tag 
transactions as ‘accepted’ or ‘rejected’ once the 
behavioral analytics have flagged them. 

This is an area in which real-time or near-real-
time processing is favored (to rapidly process 
transactions), together with ML and/or iterative 
analytics to speed up processing. Both are key 
elements of payments-based fraud systems. 

Firms also increasingly require third-party APIs and 
analytics that can ingest and process a number 
of different data formats (such as address, device 
identity, etc). These should be regionally appropriate 
too (i.e., US versus UK address formats). 

Figure 2: Implementing data from third parties into a payments fraud processing engine 
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Source: Chartis Research

Note that to reflect the bifurcation in the enterprise fraud 
risk management space identified in this report, we have 
included two quadrants, for each of the account-based 
and payments-based fraud landscapes.
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Chartis RiskTech Quadrant® and 
vendor capabilities for account-
based enterprise fraud risk 
management solutions, 2019

Figure 4 illustrates Chartis’ view of the vendor 
landscape for account-based enterprise fraud 
risk management solutions. Table 1 lists the 
completeness of offering and market potential 
criteria we used to assess the vendors. Table 2 
lists the vendor capabilities in this area. 

One differentiator in the completeness of offering 
criteria for account-based fraud is in the level and 
complexity of behavioral modeling techniques 
offered. Individual behavioral modeling (‘is an 
account behaving anomalously?’) is increasingly 
important, as is benchmarking accounts 
against appropriate groups of peers. Graph 
and segmentation analytics have been used to 
segment and profile sets of customers. 

The depth and breadth of fraud rules and 
requirements remain strong factors for incumbent 
firms, which have built up deep libraries of 
analytics and capabilities. These are often 
complemented by strong case management and 
workflow capabilities, which are used to assign, 

escalate, monitor and publish tasks and fraud 
cases. 

Vendors also use internal fraud analytics to monitor 
how employees are acting within a FI. While these 
are not considered to be major differentiators, 
they can be a key offering for firms with significant 
capital-markets or mortgage-fraud divisions. 

Figure 3: Automated transaction validation in real-time payment processing 
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Table 1: Completeness of offering criteria for account-based 
enterprise fraud risk management solutions, 2019

Completeness of offering Market potential

• Internal fraud analytics

• Advanced/proprietary account 
fraud detection techniques, 
including behavioral 
monitoring  

• Libraries of pre-packaged fraud 
rules

• Case management and workflow

• Business model 

• Customer satisfaction

• Financials

• Growth strategy

• Market penetration

Source: Chartis Research
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Figure 4: RiskTech Quadrant for account-based enterprise fraud risk management solutions, 2019
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Table 2: Vendor capabilities for account-based enterprise fraud risk management solutions, 2019

Internal 
fraud 

analytics 

Advanced account 
fraud detection 

techniques

Libraries of 
pre-packaged 

fraud rules 

Case 
management 
and workflow

BAE Systems ** *** **** ***

Clari5 * *** *** ***

FICO * *** *** **

FIS ** *** ** **

IBM *** *** *** **

Manipal Group * *** *** ***

NICE Actimize *** *** *** ***

Oracle ** *** *** ***

Quantexa * **** ** *

SAS *** **** *** **

Fiserv ** ** ** ***

Pelican * *** *** ***

InfrasoftTech *** *** ** *

NetGuardians * ** ** **

Key: **** = Best in class capabilities; *** = Advanced capabilities; ** = Meets industry requirements; * = Partial coverage/component capability 
Source: Chartis Research
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Chartis RiskTech Quadrant® 
and vendor capabilities for 
payments-based enterprise 
fraud risk management 
solutions, 2019

Figure 5 illustrates Chartis’ view of the vendor 
landscape for payments-based enterprise fraud 
risk management solutions. Table 3 lists the 
completeness of offering and market potential 
criteria we used to assess the vendors. Table 4 
lists the vendor capabilities in this area. 

Real-time monitoring capabilities were considered 
a strong differentiator for payments-based fraud, 
as the capability to process and return payment 
fraud information in sub-second times and at high 
transaction volumes is vital. The other criteria 
concern the variety of fraud types that a vendor 
is capable of addressing. These capabilities tend 
to be somewhat (but not always) correlated – a 
vendor that covers card fraud will generally cover 
mobile fraud, for example. Monitoring of electronic 
payments fraud includes monitoring capabilities 
such as Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) messaging. 

A notable addition for the 2019 quadrant is the 
capability for data provision, which is increasingly 
part of the payments process via the identification 
of capabilities such as biometrics, device IDs, 
etc. This is provided mainly by specialist firms, 
although we also considered the ability to connect 
to a variety of data sets when scoring vendors. 

Table 3: Completeness of offering criteria for payments-based 
enterprise fraud risk management solutions, 2019

Completeness of offering Market potential

• Card fraud

• Mobile fraud 

• Electronic payments fraud 

• Check-based fraud 

• Real-time monitoring capabilities

• Data provision capabilities (e.g. 
Device ID, etc.)

• Business model 

• Customer satisfaction

• Financials

• Growth strategy

• Market penetration

Source: Chartis Research
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Figure 5: RiskTech Quadrant for payments-based enterprise fraud risk management solutions, 2019
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BAE Systems
FICO

FIS

IBM

LexisNexis Risk Solutions

NICE Actimize
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FeatureSpace
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Clari5

Fiserv

InfrasoftTechNetGuardians

SAS

Source: Chartis Research 
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Table 4: Vendor capabilities for payments-based enterprise fraud risk management solutions, 2019

Card 
fraud

Mobile 
fraud

Electronic 
payments 

fraud

Check-
based 
fraud

Real-time 
monitoring 
capabilities

Data provision 
capabilities 

(Device ID etc).

BAE Systems ** * ** ** *** *

FICO **** ** ** ** ** **

FIS ** ** *** * * **

IBM *** ** **** * **** *

LexisNexis Risk Solutions * * * * ** ****

NICE Actimize ** *** ** * ** *

ACI Worldwide **** ** ** ** ** *

BPC *** ** * * ** *

FeatureSpace *** *** ** * **** *

Pelican ** ** ** * **** *

Clari5 *** *** ** * ** *

Fiserv ** ** ** **** ** **

InfrasoftTech ** ** ** * ** *

NetGuardians ** ** ** * * *

SAS ** ** ** ** ** *

Key: **** = Best in class capabilities; *** = Advanced capabilities; ** = Meets industry requirements; * = Partial coverage/component capability  
Source: Chartis Research
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Chartis’ research clients include leading financial 
services firms and Fortune 500 companies, leading 
consulting firms, and risk technology vendors. The 
risk technology vendors that are evaluated in the 
RiskTech Quadrant® reports can be Chartis clients 
or firms with whom Chartis has no relationship. 
Chartis evaluates all risk technology vendors using 
consistent and objective criteria, regardless of 
whether or not they are a Chartis client.

Where possible, risk technology vendors are given 
the opportunity to correct factual errors prior to 
publication, but cannot influence Chartis’ opinion. 
Risk technology vendors cannot purchase or 
influence positive exposure. Chartis adheres to the 
highest standards of governance, independence, 
and ethics.

Inclusion in the RiskTech 
Quadrant®

Chartis seeks to include risk technology vendors 
that have a significant presence in a given target 
market. The significance may be due to market 
penetration (e.g. large client-base) or innovative 
solutions. Chartis does not give preference to its 
own clients and does not request compensation 
for inclusion in a RiskTech Quadrant® report. 
Chartis utilizes detailed and domain-specific 
‘vendor evaluation forms’ and briefing sessions 
to collect information about each vendor. If a 
vendor chooses not to respond to a Chartis vendor 
evaluation form, Chartis may still include the 
vendor in the report. Should this happen, Chartis 
will base its opinion on direct data collated from 
risk technology buyers and users, and from publicly 
available sources.

Research process

The findings and analyses in the RiskTech 
Quadrant® reports reflect our analysts’ considered 
opinions, along with research into market trends, 
participants, expenditure patterns, and best 

practices. The research lifecycle usually takes 
several months, and the analysis is validated 
through several phases of independent verification. 
Figure 6 below describes the research process.

Figure 6: RiskTech Quadrant® research process 

Identify research topics

• Market surveys
• Client feedback
• Regulatory studies
• Academic studies
• Conferences
• Third-party information sources

Select research topics

• Interviews with industry experts
• Interviews with risk technology buyers
• Interviews with risk technology vendors
• Decision by Chartis Research Advisory Board

Data gathering

• Develop detailed evaluation criteria
• Vendor evaluation form
• Vendor briefings and demonstrations
• Risk technology buyer surveys and interviews

Evaluation of vendors and 
formulation of opinion

• Demand and supply side analysis
• Apply evaluation criteria
• Survey data analysis
• Check references and validate vendor claims 
• Follow-up interviews with industry experts

Publication and updates

• Publication of report
• Ongoing scan of the marketplace
• Continued updating of the report

Source: Chartis Research

4. Appendix A: RiskTech Quadrant® methodology

Chartis is a research and advisory firm that provides technology and business advice to the global 
risk management industry. Chartis provides independent market intelligence regarding market 
dynamics, regulatory trends, technology trends, best practices, competitive landscapes, market 
sizes, expenditure priorities, and mergers and acquisitions. Chartis’ RiskTech Quadrant® reports 
are written by experienced analysts with hands-on experience of selecting, developing, and 
implementing risk management systems for a variety of international companies in a range of 
industries including banking, insurance, capital markets, energy, and the public sector. 
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Chartis typically uses a combination of sources to 
gather market intelligence. These include (but are 
not limited to):

•  Chartis vendor evaluation forms. A detailed 
set of questions covering functional and non-
functional aspects of vendor solutions, as 
well as organizational and market factors. 
Chartis’ vendor evaluation forms are based on 
practitioner level expertise and input from real-
life risk technology projects, implementations, 
and requirements analysis.

•  Risk technology user surveys. As part of its 
ongoing research cycle, Chartis systematically 
surveys risk technology users and buyers, 
eliciting feedback on various risk technology 
vendors, satisfaction levels, and preferences.

•  Interviews with subject matter experts. Once 
a research domain has been selected, Chartis 
undertakes comprehensive interviews and 
briefing sessions with leading industry experts, 
academics, and consultants on the specific 
domain to provide deep insight into market 
trends, vendor solutions, and evaluation criteria.

•  Customer reference checks. These are 
telephone and/or email checks with named 
customers of selected vendors to validate 
strengths and weaknesses, and to assess post-
sales satisfaction levels.

•  Vendor briefing sessions. These are face-to-
face and/or web-based briefings and product 
demonstrations by risk technology vendors. 
During these sessions, Chartis experts ask in-
depth, challenging questions to establish the real 
strengths and weaknesses of each vendor.

•  Other third-party sources. In addition to the 
above, Chartis uses other third-party sources of 
information such as conferences, academic and 
regulatory studies, and collaboration with leading 
consulting firms and industry associations.

Evaluation criteria

The RiskTech Quadrant® (see Figure 7) evaluates 
vendors on two key dimensions:

1. Completeness of offering

2. Market potential

Figure 7: RiskTech Quadrant® 
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Source: Chartis Research

We develop specific evaluation criteria for 
each piece of quadrant research from a broad 
range of overarching criteria, outlined below. By 
using domain-specific criteria relevant to each 
individual risk, we can ensure transparency in our 
methodology, and allow readers to fully appreciate 
the rationale for our analysis. 

Completeness of offering

•  Depth of functionality. The level of 
sophistication and amount of detailed features in 
the software product (e.g. advanced risk models, 
detailed and flexible workflow, domain-specific 
content). Aspects assessed include: innovative 
functionality, practical relevance of features, 
user-friendliness, flexibility, and embedded 
intellectual property. High scores are given to 
those firms that achieve an appropriate balance 
between sophistication and user-friendliness. In 
addition, functionality linking risk to performance 
is given a positive score.

•  Breadth of functionality. The spectrum of 
requirements covered as part of an enterprise 
risk management system. This will vary for 
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each subject area, but special attention will 
be given to functionality covering regulatory 
requirements, multiple risk classes, multiple 
asset classes, multiple business lines, and 
multiple user types (e.g. risk analyst, business 
manager, CRO, CFO, Compliance Officer). 
Functionality within risk management systems 
and integration between front-office (customer-
facing) and middle/back office (compliance, 
supervisory, and governance) risk management 
systems are also considered.

•  Data management and technology 
infrastructure. The ability of risk management 
systems to interact with other systems and 
handle large volumes of data is considered to 
be very important. Data quality is often cited 
as a critical success factor and ease of data 
access, data integration, data storage, and 
data movement capabilities are all important 
factors. Particular attention is given to the use 
of modern data management technologies, 
architectures, and delivery methods relevant to 
risk management (e.g. in-memory databases, 
complex event processing, component-based 
architectures, cloud technology, software-as-a-
service). Performance, scalability, security, and 
data governance are also important factors.

•  Risk analytics. The computational power of the 
core system, the ability to analyze large amounts 
of complex data in a timely manner (where 
relevant in real time), and the ability to improve 
analytical performance are all important factors. 
Particular attention is given to the difference 
between ‘risk’ analytics and standard ‘business’ 
analytics. Risk analysis requires such capabilities 
as non-linear calculations, predictive modeling, 
simulations, scenario analysis, etc.

•  Reporting and presentation layer. The ability 
to present information in a timely manner, the 
quality and flexibility of reporting tools, and ease 
of use are important for all risk management 
systems. Particular attention is given to the 
ability to do ad-hoc ‘on-the-fly’ queries (e.g. 
what-if-analysis), as well as the range of ‘out-of-
the-box’ risk reports and dashboards.

Market potential

•  Business model. Includes implementation 
and support and innovation (product, business 
model and organizational). Important factors 
include size and quality of implementation team, 
approach to software implementation, and post-
sales support and training. Particular attention is 
given to ‘rapid’ implementation methodologies 
and ‘packaged’ services offerings. Also evaluated 
are new ideas, functionality and technologies 
to solve specific risk management problems. 
Speed to market, positioning, and translation 
into incremental revenues are also important 
success factors in launching new products.

• Market penetration. Volume (i.e. number of 
customers) and value (i.e. average deal size) are 
considered important. Rates of growth relative 
to sector growth rates are also evaluated. Also 
covers brand awareness, reputation, and the 
ability to leverage current market position to 
expand horizontally (with new offerings) or 
vertically (into new sectors).

• Financials. Revenue growth, profitability, 
sustainability, and financial backing (e.g. the ratio 
of license to consulting revenues) are considered 
key to scalability of the business model for risk 
technology vendors.

• Customer satisfaction. Feedback from 
customers is evaluated, regarding after-sales 
support and service (e.g. training and ease of 
implementation), value for money (e.g. price 
to functionality ratio) and product updates (e.g. 
speed and process for keeping up to date with 
regulatory changes).

•  Growth strategy. Recent performance is 
evaluated, including financial performance, 
new product releases, quantity and quality of 
contract wins, and market expansion moves. 
Also considered are the size and quality of 
the sales force, sales distribution channels, 
global presence, focus on risk management, 
messaging, and positioning. Finally, business 
insight and understanding, new thinking, 
formulation and execution of best practices, and 
intellectual rigor are considered important.
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Quadrant descriptions

Point solutions 

• Point solutions providers focus on a small 
number of component technology capabilities, 
meeting a critical need in the risk technology 
market by solving specific risk management 
problems with domain-specific software 
applications and technologies.

• They are often strong engines for innovation, 
as their deep focus on a relatively narrow 
area generates thought leadership and 
intellectual capital.

• By growing their enterprise functionality and 
utilizing integrated data management, analytics 
and BI capabilities, vendors in the point solutions 
category can expand their completeness of 
offering, market potential and market share.

Best-of-breed

• Best-of-breed providers have best-in-class point 
solutions and the ability to capture significant 
market share in their chosen markets. 

• They are often distinguished by a growing 
client base, superior sales and marketing 
execution, and a clear strategy for sustainable, 
profitable growth. High performers also have a 
demonstrable track record of R&D investment, 
together with specific product or ‘go-to-market’ 
capabilities needed to deliver a competitive 
advantage.

• Focused functionality will often see best-of-
breed providers packaged together as part of 
a comprehensive enterprise risk technology 
architecture, co-existing with other solutions.

Enterprise solutions

• Enterprise solutions providers typically offer 
risk management technology platforms, 
combining functionally-rich risk applications with 
comprehensive data management, analytics 
and BI.

• A key differentiator in this category is the 
openness and flexibility of the technology 
architecture and a ‘toolkit’ approach to 
risk analytics and reporting, which attracts 
larger clients.

• Enterprise solutions are typically supported 
with comprehensive infrastructure and service 

capabilities, and best-in-class technology 
delivery. They also combine risk management 
content, data and software to provide an 
integrated ‘one-stop-shop’ for buyers. 

Category leaders

• Category leaders combine depth and breadth of 
functionality, technology and content with the 
required organizational characteristics to capture 
significant share in their market. 

• Category leaders demonstrate a clear strategy 
for sustainable, profitable growth, matched 
with best-in-class solutions and the range and 
diversity of offerings, sector coverage and 
financial strength to absorb demand volatility in 
specific industry sectors or geographic regions.

• Category leaders will typically benefit from 
strong brand awareness, global reach and strong 
alliance strategies with leading consulting firms 
and systems integrators.
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For risk technology buyers 

If you are purchasing risk management software, 
Chartis’s vendor selection service is designed to 
help you find the most appropriate risk technology 
solution for your needs. 

We monitor the market to identify the strengths 
and weaknesses of the different risk technology 
solutions, and track the post-sales performance 
of companies selling and implementing these 
systems. Our market intelligence includes 
key decision criteria such as TCO (total cost of 
ownership) comparisons and customer satisfaction 
ratings.

Our research and advisory services cover a range 
of risk and compliance management topics such 
as credit risk, market risk, operational risk, GRC, 
financial crime, liquidity risk, asset and liability 
management, collateral management, regulatory 
compliance, risk data aggregation, risk analytics 
and risk BI.

Our vendor selection services include:

• Buy vs. build decision support.

• Business and functional requirements gathering.

• Identification of suitable risk and compliance 
implementation partners.

• Review of vendor proposals.

• Assessment of vendor presentations and 
demonstrations.

• Definition and execution of Proof-of-Concept 
(PoC) projects.

• Due diligence activities.

For risk technology vendors

Strategy

Chartis can provide specific strategy advice for risk 
technology vendors and innovators, with a special 
focus on growth strategy, product direction, go-
to-market plans, and more. Some of our specific 
offerings include:

• Market analysis, including market segmentation, 
market demands, buyer needs, and competitive 
forces.

• Strategy sessions focused on aligning product 
and company direction based upon analyst data, 
research, and market intelligence.

• Advice on go-to-market positioning, messaging, 
and lead generation.

• Advice on pricing strategy, alliance strategy, and 
licensing/pricing models.

Thought leadership

Risk technology vendors can also engage Chartis 
to provide thought leadership on industry trends in 
the form of in-person speeches and webinars, as 
well as custom research and thought-leadership 
reports. Target audiences and objectives range 
from internal teams to customer and user 
conferences. Some recent examples include:

• Participation on a ‘Panel of Experts’ at a global 
user conference for a leading Global ERM 
(Enterprise Risk Management) software vendor.

• Custom research and thought-leadership paper 
on Basel 3 and implications for risk technology.

• Webinar on Financial Crime Risk Management.

• Internal education of sales team on key 
regulatory and business trends and engaging 
C-level decision makers.

5. How to use research and services from Chartis

In addition to our flagship industry reports, Chartis offers customized information and consulting 
services. Our in-depth knowledge of the risk technology market and best practice allows us to 
provide high-quality and cost-effective advice to our clients. If you found this report informative 
and useful, you may be interested in the following services from Chartis. 
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Financial Crime Risk 
Management Systems: 
Enterprise Fraud; Market 
Update 2018

Financial Crime Risk 
Management Systems: AML 
and Watchlist Monitoring; 
Market Update and 
Vendor Landscape, 2019

Financial Crime Risk 
Management Systems: Trade 
Surveillance – Transaction 
Monitoring; Overview and 
Vendor Landscape, 2019

Cyber Risk Quantification 
Solutions, 2019: Market 
and Vendor Landscape

Artificial Intelligence in 
Financial Services, 2019: 
Demand-Side Analysis

Model Validation Solutions, 
2019: Overview and 
Market Landscape

For all these reports, see www.chartis-research.com

6. Further reading

http://www.chartis-research.com

